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Formal verification of real-world Haskell code is

possible!
but

Verification is

futile
because Haskell code has no bugs.
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Verifying Haskell Code

elem :: (Eq a) => a -> [a] -> Bool
elem _ [] = False
elem x (y:ys) = x==y || elem x ys

hs-to-coq [CPP’18]
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Definition elem {a} ‘{Eq_ a} : a -> list a -> bool :=
fix elem arg_0__ arg_1__

:= match arg_0__, arg_1__ with
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end.

3



Verifying Haskell Code

elem :: (Eq a) => a -> [a] -> Bool
elem _ [] = False
elem x (y:ys) = x==y || elem x ys

hs-to-coq [CPP’18]

Definition elem {a} ‘{Eq_ a} : a -> list a -> bool :=
fix elem arg_0__ arg_1__

:= match arg_0__, arg_1__ with
| _, nil => false
| x, cons y ys => orb (x == y) (elem x ys)
end.

3



Verifying Haskell Code

elem :: (Eq a) => a -> [a] -> Bool
elem _ [] = False
elem x (y:ys) = x==y || elem x ys

hs-to-coq [CPP’18]

Definition elem {a} ‘{Eq_ a} : a -> list a -> bool :=
fix elem arg_0__ arg_1__

:= match arg_0__, arg_1__ with
| _, nil => false
| x, cons y ys => orb (x == y) (elem x ys)
end.

3





Real-World Haskell Code

The Data.Set data type:
data Set a = Bin !Size !a !(Set a) !(Set a)

| Tip

type Size = Int

The Data.IntSet data type:
data IntSet = Bin !Prefix !Mask !IntSet !IntSet

| Tip !Prefix !BitMap
| Nil

type Prefix = Int
type Mask = Int
type BitMap = Word
type Key = Int
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Finding specifications



Source 1/5: Invariants
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Source 2/5: QuickCheck Properties
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Source 3/5: Rewrite Rules
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Source 4/5: Type Class Laws
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Source 4/5: Type Class Laws
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Source 5/5: External specifications
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Source 5/5: External specifications

10



Translating Haskell
(when Coq doesn’t like it)



Edits

elem :: (Eq a) => a -> [a] -> Bool
elem _ [] = False
elem x (y:ys) = x==y || elem x ys

hs-to-coq [CPP’18]

Definition elem {a} ‘{Eq_ a} : a -> list a -> Bool :=
fix elem arg_0__ arg_1__

:= match arg_0__, arg_1__ with
| _, nil => False
| x, cons y ys => (x == y) || elem x ys
end.
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Edits

elem :: (Eq a) => a -> [a] -> Bool
elem _ [] = False
elem x (y:ys) = x==y || elem x ys

hs-to-coq [CPP’18]

Definition elem {a} ‘{Eq_ a} : a -> list a -> bool :=
fix elem arg_0__ arg_1__

:= match arg_0__, arg_1__ with
| _, nil => false
| x, cons y ys => orb (x == y) (elem x ys)
end.

rename type GHC.Types.Bool = bool
rename value GHC.Types.True = true
rename value GHC.Types.False = false
rename value GHC.Classes.not = negb
rename value GHC.Classes.|| = orb
rename value GHC.Classes.&& = andb
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Partiality
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Partiality

In Haskell
error :: String -> a

In Coq
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error :: String -> a

In Coq
Axiom error : forall {a}, String -> a.
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Partiality

In Haskell
error :: String -> a

In Coq
Class Default (a : Type) := { default : a }.
Definition error {a} ‘{Default a} : String -> a
:= fun _ => default.
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Partiality

In Haskell
error :: String -> a

In Coq
Class Default (a : Type) := { default : a }.
Definition error {a} ‘{Default a} : String -> a.
Proof. exact (fun _ => default). Qed.
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Deferred termination
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Deferred termination

To define recursive functions:
Axiom deferredFix: forall {a r} ‘{Default r},
((a -> r) -> (a -> r)) -> (a -> r).

To verify recursive functions:
Definition recurses_on {a r}

(P : a -> Prop) (R : a -> a -> Prop) (f : (a -> r) -> (a -> r))
:= forall g h x,

P x ->
(forall y, P y -> R y x -> g y = h y) ->
f g x = f h x.

Axiom deferredFix_eq_on: forall {a r} ‘{Default r} f P R,
well_founded R -> recurses_on P R f ->
forall x, P x -> deferredFix f x = f (deferredFix f) x.
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Really unsafe pointer equality

In Haskell
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Really unsafe pointer equality

In Haskell

In Coq
Definition ptrEq : forall {a}, a -> a -> bool
:= fun _ _ => false.
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Really unsafe pointer equality

In Haskell

In Coq
Definition ptrEq : forall {a}, a -> a -> bool.

Lemma ptrEq_eq :
forall {a} (x : a) (y : a),
ptrEq x y = true ->
x = y.
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15 744 lines of Coq proofs later...

• 0 bugs found

• The proofs are maintainable

• Insights on the theory of weight-balanced binary search trees

• Data.Set.union is now a bit faster

Formal verification of real-world Haskell code is

possible!
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Ongoing work

• GHC
Antal Spector-Zabusky et. al., University of Pennsylvania

https://github.com/antalsz/hs-to-coq/tree/master/examples/ghc/

• RISC V semantics
Samuel Gruetter, MIT

https://github.com/mit-plv/riscv-coq

• RISC V semantics (again!)
Rishiyur S. Nikhil, Bluespec Inc.

https://github.com/rsnikhil/RISCV-ISA-Spec/tree/master/verification

• Documentation!
https://hs-to-coq.readthedocs.io/
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Thank you!
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Backup slides



Verified functions

Set: delete, deleteMax, deleteMin, difference, disjoint, drop, elems, empty,
filter, foldl, foldl’, foldr, foldr’, fromAscList, fromDescList,
fromDistinctAscList, fromDistinctDescList, fromList, insert, intersection,
isSubsetOf, lookupMax, lookupMin, map, mapMonotonic, maxView, member,
minView, notMember, null, partition, singleton, size, split, splitAt,
splitMember, take, toAscList, toDescList, toList, union, unions
Instances: Eq, Eq1, Monoid, Ord, Ord1, Semigroup
Internal functions: balanceL, balanceR, combineEq, glue, insertMax,
insertMin, insertR, link, maxViewSure, merge, minViewSure, valid

IntSet: delete, difference, disjoint, elems, empty, filter, foldl, foldr, fromList,
insert, intersection, isProperSubsetOf, isSubsetOf, map, member, notMember,
null, partition, singleton, size, split, splitMember, toAscList, toDescList,
toList, union, unions
Instances: Eq, Monoid, Ord, Semigroup
Internal functions: branchMask, equal, highestBitMask, mask, nequal,
nomatch, revNat, shorter, valid, zero



Untranslated functions

Set: deleteAt, deleteFindMax, deleteFindMin, elemAt, findIndex, findMax,
findMin

Instances: Data, IsList, NFData, Read, Show, Show1
Internal functions: showTree

IntSet: deleteFindMax, deleteFindMin, findMax, findMin, fromAscList,
fromDistinctAscList

Instances: Data, IsList, NFData, Read, Show
Internal functions: showTree
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